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Inbound Email Threats

Lanette

Lucy

Ed

Ted

Bob

Mail Servers
Exchange
/Domino… Enterprise

Firewall

Internet
Spam
Viruses
HackersSMTP

Inbound Email Hygiene Requirements:
• Anti-spam, Anti-fraud / anti-phishing
• Anti-virus, worm, malicious applets
• Attachment stripping
• Denial of Service (DoS) attacks, 
• Directory Harvesting Attacks (DHA)
• Rejection of open relay messages
• Reverse DNS checking
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Outbound Email Threats
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Outbound Email Hygiene Requirements:
• Stop confidential information leaks
• Stop distribution of illegal/offensive material
• Encrypt outbound email communications
• Comply with regulations

• Sarbanes-Oxley, HIPAA, GLBA, SEC…
• Manage network bandwidth
• Domain-based routing
• Address rewriting

InternetSMTP
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Spam is the tip of the iceberg!

Phishing attacks!

• “Spoofed” email messages and websites designed to fool recipients 
into divulging personal financial information

• Sent via Spam techniques

• Operated by criminals, and getting harder to detect

• Customers lose privacy, money and/or services
» Estimates as high as 20% of targeted end-users fall for scams*

*Top 5 US Bank

Ultimately customers lose faith in the Internet as a means
to conduct business because they can not determine who they can trust
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Evolution of Anti-spam Technologies

Content Filtering

Identity-Based Analysis
• SPF, DomainKeys, etc
• Digital Signatures
• IP Whitelisting

2004

• Heuristics
• Bayesian
• Statistical Analysis

2002 Behavior Analysis

• Lexical Analysis
• Weighted Word Lists
• Regular Expressions
• Signature/Hash

1997

Tumbleweed’s stance:“Cocktail” approach is the most effective.
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Phishing Trends

• Reported attacks
» Nov – 21 total, 0.7 per day
» Dec – 116 total (452% growth), 3.7/day avg
» Jan – 176 total  (52% growth), 5.7/day avg

• Total estimated phishing attack email volumes
» Jan – 1.76 Billion

• Most targeted companies
» Unique attacks reported against 28 different companies in 

Jan
» Ebay, Citibank, AOL are the top three

*Antiphishing.org
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The Costs of Threats in the Enterprise

• Reduced employee productivity
» Time spent deleting spam
» Time spent retrieving false positives

• Loss of valuable network resources
» Network storage and bandwidth
» Mail server capacity

• Reduced IT productivity
» Technical support
» IT administration

• Legal liability
» Risk of hostile workplace lawsuits

• Phishing and Fraud
» Customers lose money, identity
» Companies lose reputation/brand and customer trust
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Phishing Attacks

Disguised Link to Phisher Site
href="http://www.ebay.com:tkbm6Yjkimgd234d
gdfhfnbjghuiiqrfgfdhgjgtWdfdbhjiuEbnkuod5fEtn

uo3243h*@211.56.245.66:7301/"

Spoofed Email Address
(SecretService@ebay.com)

Spam Mass Mailing

Brand Hijacking
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Phishing Attacks

Brand Hijacking
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Can You Detect It?

• Website URL may not match hijacked company
» phisher websites are increasingly hosted offshore, and may show a 

numeric IP address rather than a domain

• IE Bug lets phishers make fake URLs
» phishers are using an IE browser vulnerability that lets them mask the 

real site address with the hijacked company’s website domain

• Other devious ways to trick you
» Popups and redirections

Ultimately customers lose faith in the Internet as a means
to conduct business because they can not determine who they can trust

FIXED!



Recently our customers have reported receiving fraudulent e-mails
that appear to be from Bank One.  Please login and learn more about
what’s happening and how to protect yourself.
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How Long To Take A Site Down?

• Even once a phishing attack is detected, it takes an 
average of 160 hours to take it down.

» It’s in another country

» No cross-border Internet crime laws

» It may be running on a hacked server someplace
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Average Losses?

• It can cost $50k per phishing attack in administrative 
overhead*
» $50-60 per account

• Phishers can net about $100k in financial theft per attack*

• Up to 7 new attacks per day!

• Business and brand risk

*Top 5 credit Card Issuer
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How Can Phishing (Spam) Be Stopped?

1.Education

2.Detection

3.Prevention
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Detection

• "Domain name registration monitoring"
» Service to continuously monitor domain name registrars and the 

domain name system for domain names that infringe on a company's
trademarked names, and could be used to launch spoofed websites to 
fool customers. 

• "Central Clearinghouse"
» Create a central clearinghouse of known phishing attacks shared all 

companies (banks, ISPs, technology vendors, law enforcement…)
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Detection

• "Spam Scanning"
» There are a number of anti-spam vendors offering services to scan 

email in the wild and notify customers if they detect phishing attacks 
against that company.

• "Spam Filtering“
» There are many anti-spam vendors who are adding identified phishing 

attacks to their spam filters, to prevent it from getting to the desktop.
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Prevention

• "Strong Website Client Authentication"
» Strongly authenticate any users visiting a business web site using two-

factor authentication

• "Mail Server Authentication" 
» Stop spoofing using enhanced DNS capabilities to verify the IP 

address of a sender's email server

• "Mail Sender Authentication via Digital Signatures" 
• Use S/MIME/PGP/etc digital signatures to sign outbound mail - provide 

signature verification at the gateway
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Conclusion

• Industry/market direction:

“Spam Filter Today,

Authenticated Email Tomorrow”
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